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OIIPEAEJIEHUA

B HacTosimieM JOKYMEHTE HCHOJIB3YIOTCS CIEAYIOIIUE TEPMUHBI U UX
ONpEICIICHHUS.

ABTOMATH3MPOBAHHAA CHCTEMA — CUCTEMA, COCTOSIIAs M3 MEPCOHANA U
KOMIUIEKCA CPEICTB  aBTOMATU3allMM  €ro  JEATEIIbHOCTH, pEaU3yHolIas
MH(OPMAIIMOHHYIO TEXHOJIOTHIO BHITIOJHEHUS YCTAHOBJICHHBIX (PYHKIUH.

AyTeHTH(UKAIMSA OTHPABHUTENS JAHHBIX — MOATBEPKIAECHUE TOTO, 4YTO
OTHPABUTEND ITOITYYEHHBIX JAHHBIX COOTBETCTBYET 3aBJICHHOMY.

be3onacHOCTh NEPCOHANBHBIX JAHHBIX — COCTOSHHE 3alIUIICHHOCTH
NEPCOHAIBHBIX  JIaHHBIX, XapaKTepU3yeMoe CHOCOOHOCTHIO  MOJB30BATENCH,
TEXHUYECKHX CPEACTB M  HMH(DOPMALMOHHBIX  TEXHOJOTMHA  00eCreduTh
KOH()HMIEHIMATBHOCTh, LEIOCTHOCTh U JOCTYIHOCTh NEPCOHAIBHBIX JAHHBIX NpPU
ux 00paboTke B MHGOPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX JTaHHBIX.

buoMerpuyeckue MnepcoHAJbHbIE JaHHBIE — CBEICHMUS, KOTOpBIE
XapaKTepU3yIOT (PU3NOJIOTUYECKUE OCOOCHHOCTH YE€JIOBEKa U Ha OCHOBE KOTOPBIX
MO>XHO YCTAHOBUTH €T0 JUYHOCTb, BKJIOYas (GoTtorpaduu, OTIEHYATKU MaJbIEB,
o0pa3 ceTyaTKu TIJ1a3a, OCOOEHHOCTH CTPOEHHUS Tela M JIPYrylo MOJOOHYIO
uHdOpMaIHIO.

biaokupoBaHue mNEepPCOHANBHBIX [JaHHBIX — BPEMEHHOE IIPEKpalICHUE
coopa, cucTeMaTH3alli¥, HAKOIUICHUS, WCIIOJIb30BAHUS, PACHPOCTPAHEHUS
IIEPCOHAJIBHBIX TAHHBIX, B TOM YHUCJIE UX MIEPENAYUH.

Bupyc (KOMIOBIOTEPHBIM, MPOrPAMMHBIN) — HCIOJIHAEMBIN MPOrpaMMHBIN
KOJT WM UHTEPHPETUPYEMbId Ha0Op MHCTPYKIMM, OOJafarolmuidi CBOMCTBAMU
HECAHKIIMOHUPOBAHHOTO PACHPOCTPAHEHUs U caMOBOcrpou3BencHUs. Co31aHHbIE
NyOnuKaThl KOMITBIOTEPHOTO BHpyCa HE BCEI/la COBMANAIOT C OPUTHMHAIOM, HO
COXPaHSAIOT CIIOCOOHOCTH K JNanbHENIIEMY PacIpOCTPaHEHUIO 17}
CaMOBOCITPOU3BEICHMUIO.

BpenonocHass  mporpamMMma —  mporpamMma, —I[peJHA3HAY€HHAs I
OCYIIECTBJICHHUSI HECAHKIIMOHUPOBAHHOTO JIOCTyNa u (WJM) BO3JCHCTBUS Ha
MEPCOHATILHBIC JIAHHBIE WM PEeCypchl MHPOPMAITMOHHOW CHCTEMBI MEPCOHATBHBIX
JAHHBIX.

BcnioMorareibHble TeXHHMYECKHE CPeACTBA M CHCTEMbl — TEXHUYECKUE
CpEJICTBA M CHUCTEMBI, HE TIpeIHA3HAYCHHBIC IS Tepenayn, 00paboTKU M XpaHEHUs
NIEPCOHAIBHBIX  JTAHHBIX, YCTAHABIMBAEMBIE COBMECTHO C TEXHHYECKUMU
CpEICTBaMH U CHUCTEMaMHM, MpeAHa3HAYEHHBIMHU Il 0OpabOTKH MEepCOHATbHBIX
JAHHBIX WM B TIOMELIEHUSX, B KOTOPBIX YCTAHOBIIEHbI MH(OPMALIOHHBIE CHCTEMBI
MEPCOHATBHBIX JAHHBIX.

JlocTynl B ONEpalMOHHYIO cpely KoMIbioTepa (MH(OPMAIMOHHONW CHUCTEMBI
NEPCOHANIBHBIX JIAHHBIX) — TMOJYYEHHUE BO3MOXKHOCTH 3allyCKa Ha BBIIOJHEHUE
IITATHBIX KOMaH, (YHKIMH, TPOLEAYp ONEPAMOHHOM CHCTEMbI (YHHUUTOXKEHUS,
KOTIUPOBAHUS, TIEPEMEIIICHHUS U T.11.), UCTIONHIEMBIX (DAJIOB IPUKIIAHBIX TPOTPAMM.

Joctyn kK uHdoOpMAIMU — BO3MOXXHOCTh TOJTyYeHUST WH(POpMAIMK U €€
UCIIOJIb30BAHUS.



3aki1a104HOe YCTPOICTBO — 3JIEMEHT CPEACTBa CheMa MH(OpMaIMu, CKPHITHO
BHEJPSIEMbIN  (3aKJIaJbIBAEMbII WJIM BHOCHMBIA) B MECTa BO3MOXKHOTO CheMa
uH(opMaimu (B TOM YHUCIIE B OTPaKICHUE, KOHCTPYKIIMIO, 00OPY/I0OBaHHE, TIPEIMETHI
MHTEphEpa, TPAHCHOPTHBIE CPEICTBA, a TAKKE B TEXHUYECKHE CPEACTBA U CHCTEMbI
00paboTku nHGOPMAITHN).

3amumaemas  uHpopMauus — HvHGOpMAIMS,  SIBISIONIASACS — MPEIMETOM
COOCTBEHHOCTH M TOJUIEKAIlasi 3allliTe B COOTBETCTBHU C TPEOOBAHMSIMH IPABOBBIX
JOKyMEHTOB WM TPEOOBAaHUSIMH, YCTAaHABIIMBAEMBIMI COOCTBEHHUKOM MH(OpMAITHH.

Npentudmxanuss — T[puCBOeHHE CyOBEKTaM W OOBEKTaM  JIOCTYyIa
uneHTudrKaTopa 1 (WIM) CpaBHEHUE TPETBSBISIEMOr0 MACHTU(HUKATOPA C TEePEUHEM
MIPUCBOCHHBIX UIACHTH(PUKATOPOB.

NudopMaTuBHbII  CHIHAJ —  DJJIEKTPUYECKHE CHUIHAIBL, AKyCTUYECKHE,
ANIEKTPOMArHUTHBIE U JIpyTrue (HU3HNUYECKUE MO, TI0 MapamMeTpaM KOTOPBIX MOXET ObITh
packphbiTa KOHpHICHIIMATbHAs HH(popMaIms (TIepcoHATbHBIE JaHHBIC) 00padaThiBacMast
B UH(OPMAITMOHHOM CUCTEME MEPCOHATBHBIX TAHHBIX.

Nudopmanuonnass cucrema mnepcoHadbHbiX gAaHHbIX (MCII[IH) —
uHQOpMAIIMOHHAs ~ CHCTeMa,  MpEACTaBisitonas  coO0OM  COBOKYITHOCTh
NEPCOHANBHBIX  JaHHBIX, COAEp)Kalmmxcs B 0a3e JaHHBIX, a TaKke
UHOOPMAIIMOHHBIX TEXHOJIOTMM M  TEXHUYECKUX CPEACTB, IO3BOJISIOIIMX
OCYHIIECTBJIATh 00pabOTKY TaKUX TNEPCOHAIBHBIX JAHHBIX C HCIOJIb30BAHUEM
CPEIICTB aBTOMATHU3AI[MU I 0€3 UCTIOIb30BaHUS TAKUX CPEJICTB.

NudopManoHHbie  TEXHOJOTHHM — TIPOLIECCHl, METOAbl TOMCKa, cOopa,
XpaHeHusl, 00pabOTKH, MPEIOCTABICHHS, PACIIPOCTPaHEHUST MH(OPMALIMKM U CHOCOObI
OCYUIECTBJIEHUS TAKUX MPOLECCOB U METOJIOB.

Hcnonb30BaHue MEPCOHAJBHBIX [aHHBIX — JCHCTBUS (Omepanuu) C
MIEPCOHAILHBIMU  JTAHHBIMHU, COBEpIIaCMbIC OINEPATOPOM B IMEIAX MPUHATHS
pPELICHUN WA COBEPUICHUS HWHBIX JICUCTBUM, NOPONKIAIOIINX HOPUIAYECKUE
MOCJICJICTBUSI B OTHOIICHUHM CYOBEKTa MEPCOHATBHBIX NAHHBIX WA JPYTUX JIUI
160 MHBIM 00pa30M 3aTparuBalONIUX MpaBa U CBOOOBI CYOBEKTa MEPCOHATBHBIX
JAHHBIX WU APYTUX JIMII.

HUcrounuk yrpo3sl Oe3omacHoct uHpopMammm — CyObeKT JIOCTYTIa,
MaTepUATBHBIA ~ OOBEKT WM  (U3UYECKOEe  SBJICHUE, SIBISIOMIMECS — MPUYMHOM
BOZHMKHOBEHHMSI YTPO3bl 0€30MaCHOCTH UH(POPMAIIUH.

KoHTposmpyemasi 30Ha — MPOCTPAHCTBO (TEPPUTOPHS, 3AaHHUE, YacTh 3/1aHMUS,
MIOMEUIEHUE), B KOTOPOM HCKJIFOUEHO HEKOHTPOJIMpPYEMOE MpeObIBAHUE MOCTOPOHHUX
JIMLI, @ TAKXKE TPAHCIIOPTHBIX, TEXHUUYECKUX U MHBIX MaTepUATIbHBIX CPEJICTB.

KondunaeHUuaabHOCTh  NMEPCOHAJIBHBIX JAHHBIX —  00s3aTeNlbHOE IS
COOJIOJICHUST ONIEPATOPOM MJIM MHBIM MOIYYHMBIIMM JOCTYI K NEPCOHATBLHBIM JIaHHBIM
JUIIOM TpeOOBaHWE HE JOMyCKaTh WX paclpocTpaHeHue Oe3 coriacus CyObeKTa
TIEPCOHATHHBIX JJAHHBIX I HAJIMYKS MTHOTO 3aKOHHOTO OCHOBAHUSI.

Me:xceTeBoii 3KpaH — JIOKaTbHOE (OJHOKOMITOHEHTHOE) WM (DYHKITMOHAIHLHO-
pacrpeesieHHOEe TPOrpaMMHOE  (IIPOTrpaMMHO-AINApaTHOE) CPEACTBO  (KOMILIEKC),
peanuzyrolee KOHTPOJIb 3a HH(OpMALIEH, TOCTYTAOIEH B MHPOPMAIIMOHHYIO CUCTEMY
MIEPCOHAIBHBIX JAHHBIX U (UJIH) BBIXOSIIEH 13 HHPOPMAIIMOHHON CHCTEMBI.



Hapymurenb 0e30MacHOCTH NEPCOHAIBHBIX JAHHBIX — (PU3UYECKOE JIHIIO,
CITy4aifHO WJTH MPEIHAMEPEHHO COBEpIIIAIOIIIEE JEHCTBHS, CIICICTBIEM KOTOPBIX SIBIISIETCS
HapyllleHue 0e30MacHOCTH TEePCOHATBHBIX JAHHBIX MPU MX OOpabOTKE TEXHUUYECKUMU
CpelICTBaMU B MH(POPMAITMOHHBIX CUCTEMAX MEPCOHATBHBIX TAHHBIX.

HeaBromMaTu3upoBanHasi  o0padoTKa  NEPCOHAJBHBIX  JaHHBIX —
00paboTKa MepCOHATBHBIX JAHHBIX, OCYIIECTBISIONIASICS MPU HEMOCPEICTBEHHOM
y4acTHUH YEJIOBEKa.

HenexknapupoBaHHble BO3MOKHOCTH — (DYHKIIMOHAJIBHBIE BO3MOXKHOCTH
CPEACTB BBIUMCIUTEIPHOW TEXHUKW, HE OIMMCAHHbIE WIM HE COOTBETCTBYIOIIUE
OITMCAHHBIM B JIOKYMEHTAIIUH, TIPH KCIOJIB30BAHUM KOTOPHIX BO3MOXKHO HapyIIICHHE
KOH(UICHIIMATGHOCTH, ~ JIOCTYIIHOCTH WM  IEJNOCTHOCTH  0OpabaThIBaeMoit
uH(pOpMaIHH.

HecaHKIMOHUPOBAHHBIN J0CTYN (HECAHKITMOHUPOBAHHBIC TCHCTBHS) — TOCTYII
K UHGOPMAIUK WK ICHCTBHS ¢ MH(pOpMAIIMEH, HapyIIAtoIIKe MpaBriia pa3rpaHuICHUs]
JIOCTYTIa C UCIIOJTb30BAaHUEM IITATHBIX CpEICTB, MPEIOCTABIISIEMbIX
MH(OPMAITMOHHBIMUA CHUCTEMaMHU MEPCOHAIBHBIX JIaHHBIX.

Hocurens nHpopmammm — Guzndeckoe U0 WM MaTepUaTbHBbIA OOBEKT, B
TOM 4mcie (puzryeckoe mosie, B KOTOpOM UH(POpMAIIMS HAXOJUT CBOE OTPKEHHE B BUJIE
CHMBOJIOB, 00Pa30B, CUTHAJIOB, TEXHMUYECKUX PELICHUI 1 TPOIECCOB, KOMMYECTBEHHBIX
XapaKTEePUCTUK (PU3UUECKUX BEIIMYHUH.

OO0e3TMYUBaHUE TEPCOHAJBHBIX JaHHBIX — JCHCTBUS, B pe3yJbTaTe
KOTOPBIX HEBO3MOXKHO OIPEACIUTh MPUHAIC)KHOCTh TEPCOHATBHBIX JaHHBIX
KOHKPETHOMY CYOBCKTY MEPCOHATBHBIX JaHHBIX.

Oo0palboTka  mepcOHAIBHBIX  JAHHBIX —  JieiicTBUsA  (omepamuu) C
MIEPCOHAIBHBIMU JaHHBIMH, BKITIOYasi cOOp, CUCTEMATH3AINIO, HAKOIUICHNE, XPaHEHHE,
yTouHeHHe (0OHOBJIEHHE, U3MEHEHHE ), UCTIOIb30BaHUE, PACIPOCTpaHEHUE (B TOM YHCIIE
nepenavy), 00e3mMuuBaHue, OJIOKUPOBAHUE, YHUUTOKEHHUE TIEPCOHATTBHBIX TAHHBIX.

OO01menocTynubie TMNEPCOHAJIbHbIE [aHHbIEe — TIEPCOHAIBHBIC JAHHBIC,
JIOCTYTl HEOTPAaHUYEHHOTO Kpyra JIMIl K KOTOPBIM MPEJOCTABJICH C COTrJIacus
CyOBEKTa TMEpPCOHAIBHBIX JAHHBIX WJIA Ha KOTOPble B COOTBETCTBUU C
dbeneparbHBIMU  3aKOHAMU HE PAaCHpOCTpaHseTCs TpeOOBaHUE COOJIIONCHHUS
KOH(HICHIIMATEHOCTH.

Oneparop (mepcoHANBHBIX  JAHHBIX) — TOCYIAApCTBEHHBIM  Opra,
MYHHUITUTIATBHBIA OPTaH, IOPUINYECKOES WM (PU3NYECKOE JIMIIO, CaMOCTOSATEIHLHO
WM COBMECTHO C JIPYTUMM JIMIIAMHU OpPraHU3YyIOUMe W (WIM) OCYLIECTBIISIIOLINE
00pabOTKy MEepCOHAIBHBIX JAaHHBIX, a TAaKKe OMpeleNsIIonIe Meau o0paboTKu
MEPCOHANILHBIX TAHHBIX, COCTaB MEPCOHAIBHBIX JaHHBIX, MOJICKAIINX 00padoTKe,
nercTBus (omepaluu), CoBepIaeMble C IEPCOHATBHBIMU JTAHHBIMHU.

Texnuyeckue cpeacrea HHMOPMAUMOHHON CHCTEMbI IEPCOHAJIBHBIX
JAHHBIX — CPE/ICTBAa BBIYMCIUTEIILHON TEXHUKH, WH()OPMAITMOHHO-BBIYHUCIIUTEIILHBIC
KOMIUIEKCHI ¥ CETH, CPEZICTBA M CUCTEMBI Tiepeiayun, pruema u oopadotku [1/1H (cpencra
U CUCTEMbl 3BYKO3AIlMCH, 3BYKOYCHJICHHS, 3BYKOBOCIPOM3BEICHUS, IEPErOBOPHBIC U
TEJICBU3MOHHBIE YCTPOMCTBA, CPEJCTBA M3TOTOBJICHUS], TUPAKUPOBAHUS JTOKYMEHTOB U
JPYTHE TEXHUYIECKHUE CPEICTBAa 0OpabOTKK pedeBol, Tpaduyueckoil, BUIeo- U OyYKBEHHO-
1dpoBoit HHpOPMAITUH), TIPOTPAMMHBIE CPeICTBA (OMEPAITMOHHBIE CUCTEMBI, CHCTEMBI



yIIpaBjieHus 0a3amMu JaHHBIX U T.I1.), CPEICTBA 3AIUTHI WH(POPMAIIH, TIPUMEHSIEMbIC B
MH(POPMAIMOHHBIX CUCTEMAX.

IlepexBatr (uHbOPMAIMK) — HEMPaBOMEpPHOE IMOJydeHHE HH(OpMaIUu C
UCIIOJIb30BAaHUEM TEXHMUYECKOTO0 CPEACTBa, OCYILECTBISAIONIETO OOHApYXEHUE,
npueM U 06paboTKy HH(POPMATUBHBIX CUTHAJIOB.

IlepcoHanbHble JaHHBIE — JT100as UHQOpPMAIUS, OTHOCAIIASACA MPAMO WU
KOCBEHHO OIPEACIICHHOMY WJIM OIpeAeieMOMy (PU3MUECKOMY JHUIY (CYOBEKTY
MEPCOHAIBHBIX JAHHBIX).

ITo6ouHbIE IJIEKTPOMATHUTHbIE U3JTyYeHust U HABOJKH —
AJIEKTPOMArHUTHBIC W3JIYYCHHS] TEXHHMUYECKHX CPEACTB O0OpaOOTKH 3aliuIaeMon
uHOpMaNMK, BO3HHKAIOIMIME Kak MMOOOYHOE  SBJICHHWE W  BHI3BaHHbBIC
IEKTPUYCCKUMHU CUTHAJIAMU, TCUCTBYIOIUMH B UX JIEKTPUUCCKUX M MAarHUTHBIX
IEMAX, a TAKXKE ICKTPOMArHUTHBIC HAaBOJKU ATHX CUTHAJIOB HA TOKOTPOBOISIIINC
JIMHUU, KOHCTPYKIIUU U LETH MUTAHUS.

I[MouTHKAa  «YHUCTOTO  CTOJA» —  KOMIUIGKC  OpTaHU3alMOHHBIX
MEpOTIPUATUNA, KOHTPOJHUPYIONIMX OTCYTCTBUE 3alUChIBAaHUS Ha OyMakKHbIC
HOCHUTENIM KItoued W aTpuOyToB nocTymna (mapojied) M XpaHEHUs UX BOJIM3H
00BEKTOB JIOCTYIIA.

[Hoab30Baressb MHGOPMALUOHHONH CHUCTEMbI NMEPCOHAIBHBIX JTAHHBIX —
JUI0, Yy4YacTByomee B (QYHKIMOHUPOBAHMM HUH(POPMAIMOHHONW  CHCTEMBI
MIEPCOHATBHBIX JAHHBIX WIIA UCITONIB3YIOIIEEe Pe3yIbTaThl €€ (PYHKITMOHUPOBAHMUS.

IIpaBuia  pasrpaHuyeHusi  JOCTYNa —  COBOKYITHOCTh  TIPaBHII,
pETIaMEHTHPYIOIIHNX MTpaBa J0CTyIa CyOBEKTOB TOCTYIIA K 00BEKTaM JOCTYIIA.

IIpenocraBiieHne MepcoOHANbHBIX JAaHHBIX — JICHCTBHs HANpaBJICHHBIC Ha
PacKpBITHE TEPCOHATBHBIX JTAHHBIX OMPEACICHHOMY JIMIY WJIA OMPEACICHHOMY
KPYTY JIHII.

IIporpammHuas 3akJjajKa — KOJ IIPOrpaMMBbl, IPEAHAMEPEHHO BHECEHHBIN B
MPOrpaMMy C IIEJIbI0 OCYIIECTBUTH YTEUKY, U3MEHUTh, OJOKHUPOBATh, YHUUTOXKUTh
UHOOPMAITUIO WIH YHUYTOXUTh U MOJUDPHUIIMPOBATH MPOrpaMMHOE oOecrieueHne
WHOOPMAITMOHHONW CHCTEMBbI TEPCOHAIBHBIX J@HHBIX M (WiK) OJOKUPOBAThH
anmapaTHbIE CPE/ICTBA.

IIporpammuoe (mporpaMMHO-MaTeMaTHYECKOE) BO3/IeHCTBHE —
HECAaHKIIMOHUPOBAHHOE  BO3JICWCTBHE HA  PECypChl  aBTOMATHU3HPOBAHHOMN
WH()OPMAITMOHHONW CHCTEMBI, OCYIIECTBIISIEMOE C HCIIOJIh30BAHUEM BPEIOHOCHBIX
IPOTPaMM.

PackpbiTHe NepPCOHAJBHBIX JAHHBIX — YMBIIUICHHOC WM CIydaiHOE
HapylieHne KOHOHUICHIINATEHOCTH MIEPCOHATBHBIX JaHHBIX.

PacnpocTpaHeHne mepcOHANbHBIX JAaHHBIX — JICHCTBHS, HalpaBJICHHBIC
Ha PACKPBITHE MTEPCOHABHBIX JJAHHBIX HEONPEICIACHHOMY KPYTY JIHII.

Pecypc nH(popManinoHHO# cHCTEeMBbI — IMEHOBAHHBIN 3JIEMEHT CUCTEMHOTO,
MPUKIIATHOTO WIH anmapaTHOTo obecrieueHus (byHKIIMOHUPOBAHUS
UH()OPMAITMOHHON CHCTEMBI.

CnenuajbHble KATErOpMUd MEPCOHAJBHBIX JAaHHBIX — TEPCOHAIBHBIC
JTAaHHBIE, KACAIOIINECsS PACOBOM, HAIIMOHATIHLHON MPUHAICKHOCTH, TTOJIUTUYECKUX



B3[JIS1/10B, PETUTUO3HBIX WK (HUI0COPCKUX YOKIEHUM, COCTOSHUS 30POBBS U
WHTUMHOM >KM3HU CyOBEKTa MEePCOHANbHBIX TAHHbIX.

CpeacrBa BbIMMC/IUTEIbHOH TEXHUKH — COBOKYITHOCTh MPOTPAMMHBIX U
TEXHUYECKUX 3JIEMEHTOB CHUCTEM OOpaOOTKU JAHHBIX, CIIOCOOHBIX (DYHKIIMOHHUPOBATH
CaMOCTOATENILHO WJIA B COCTaBE JPYTUX CUCTEM.

CyobekT aoctynma (CyOBEKT)— JMIIO WM TPOIECC, JEHCTBUS KOTOPOIO
PErJIaMEHTUPYIOTCS MTpaBUJIaMU pa3rpaHUUYEHUs JOCTYIIA.

TexHuyecku KaHal YTe4KM HWHGOPMALMU — COBOKYIIHOCTb HOCHUTENS
uHpopMarmu  (cpeacTtBa  00paboOTKM), (DU3MUECKOM  Cpembl  pacIpOCTpaHECHUS
MH()OPMATUBHOTO CUTHAJla W CPEACTB, KOTOPHIMH JOOBIBaeTCS —3allIliaeMast
uH(popMaL.

TpancrpanuyHasi 1mnepegadya MeEPCOHAJbHBIX [JaHHBIX — TIepeaava
NEPCOHANIBHBIX ~ JIAaHHBIX  OINEpaTOpoM 4Yepe3 [ oCynapCTBEHHYHO TpaHMILY
Poccuiickonn ~ ®exepaumu  OpraHy  BJIAaCTH  MHOCTPAHHOTO  TOCYJapCTBa,
buznYeCKOMY WM IOPUINYECKOMY JIMIY HHOCTPAHHOTO rOCYAapCTBa.

Yrpo3bl 0€30IaCHOCTH MEPCOHANBHBIX NAHHBIX — COBOKYIIHOCTb YCIIOBHUN U
(aKkTOpOB, CO3AIOLIMX OMACHOCTh HECAHKIIMOHUPOBAHHOIO, B TOM YHUCJIE CIyYaiHOTro,
JIOCTyTa K IEPCOHATBHBIM JAHHBIM, PE3YJIbTATOM KOTOPOI'O MOXKET CTaTh YHUUYTOXKEHHE,
U3MEHEHNE, OJIOKMPOBAHUE, KOITMPOBAHUE, PACIIPOCTPAHEHHE NIEPCOHATIBHBIX JTAHHBIX, A
TAaK/KE MHBIX HECAHKIIMOHUPOBAHHBIX ACHCTBUI MpH UX 00pabOTKe B MH(POPMALIMOHHON
CHCTEME TIEPCOHATBHBIX JTAHHBIX.

YHHMYTOKEeHHE NEePCOHAILHBIX JAHHBIX — JICHCTBUS, B pE3YyJbTare KOTOPBIX
HEBO3MOYKHO BOCCTAHOBHUTBH COJIEP)KAHHE MEPCOHATBHBIX JAAHHBIX B MH(POPMALMOHHOM
CUCTEME TMEPCOHATBHBIX J@AHHBIX WM B PE3YJIbTaTe€ KOTOPBIX YHUYTOXKAIOTCS
MaTepHualbHbIe HOCUTENIN EPCOHAIBHBIX TaHHBIX.

Yr1euka (GammumaeMon) HH(QOPMALMH M0 TEXHHMYECKHUM KAHAJIAM —
HEKOHTPOJIMPYEMOE  PaclpoCTpaHeHHe HWH(GOpPMALMM OT HOCHUTENs  3allMIIAacMOil
uH(popMaLK Yepe3 (PU3NUECKYIO CPEy 0 TEXHUYECKOTO CPEICTBA, OCYLIECTBIISIOIIETO
nepexBaT UHPOPMAIIUH.

Ya3BumocTb — €1a00CTh B CPEACTBAX 3aILUTHI, KOTOPYIO MOXHO HCIIOIb30BaTh
JUISl HApYIIIEHHS CUCTEMbI WM COJIEprKallieiics: B Hel MH(pOpMAaIIu.

LenocTtHocTs uHpOpMamum — cocTossHUE HH(OpPMaLMMU, TPU KOTOPOM
OTCYTCTBYET JI00O€ €€ W3MEHEHHE JIMOO U3MEHEHHUE OCYLIECTBISETCS TOJIBKO
IpEeIHAMEPEHHO CyOBEKTaMH, UIMEIOIIMMHU Ha HETO IPAaBO..



OBO3HAYEHUSA U COKPALLIEHU A

ABC — aHTUBUPYCHBIE CPEICTBA

APM —aBromMaTtu3npoBaHHOE pabouee MECTO

BTCC — BcnoMoraTenibHble TEXHUYECKHE CPEACTBA U CUCTEMBI
UCIIn — nadopmaiimoHHas cucteMa nepcoHaIbHBIX JAHHBIX
K3 — koHTpompyemas 30Ha

JIBC — nokasibHast BBIYMCIIATEIBHAS CETh

M3 — MexceTeBOM 3KpaH

H/IB — HeneknapupoBaHHbIE BO3SMOKHOCTH

HC/I — HecaHKIIMOHUPOBAHHBIN JOCTYII

OC - onepaioHHas crucTeMa

I1/In — nepcoHaIbHBIE TAaHHBIE

IIMB — nporpaMMHO-MaTeMaTH4eCKOE BO3/ICUCTBHE

IO — nporpammHOe obecrieueHue

ITO9MMUH — noGoYHbIE ANIEKTPOMATHUTHBIE U3ITYyYEHHSI U HABOJKU
CA3 — cucrema aHanmu3a 3alUIIEHHOCTH

C3MU — cpencta 3anuThl HHOOPMAITUU

C3I1In — cuctema (mojicucTeMa) 3aiuThl IePCOHATBHBIX JAHHBIX
COB — cuctema oOHapyKEHHUsT BTOP>KCHHIM

TKY U — rexanyeckue KaHabl yTEUKH HH(DOpMaImn

YBII/In — yrpo3bl 6€30MacHOCTH MEPCOHATTBHBIX TAHHBIX



BBEJAEHUE

Hacrosimas Ilonutuka uHQoOpmanmoHHOW Oe3omacHoCcTH  (nmanee —
[Tonmutuka) T'ocymapcTBEHHOTO OOJACTHOTO Ka3eHHOTo yupexaenus LleHTp
3aHATOCTU HaceneHuss Mypmanckoit obnactu (manee ['OKY II3H Mypmanckoi
00J1acTH) ABJSCTCSA ODUIIHATBHBIM JOKYMCHTOM.

[Tonutuka pa3paboTaHa B COOTBETCTBUM C TpeOoBaHUsMH DenepanbHOTO
3akoHa OT 27 wmionss 2006 1. Ne 152-®3 «O mnepcoHadbHBIX JaHHBIX» U
nocta”oBiieHus [IpaBurensctBa Poccuiickoit ®enepauuu ot 1 Hos0ps 2012 r.
Ne 1119 «O6 ytBepxkaenun Ilonoxenuss o0 oOecnedeHun O€30MACHOCTH
NEPCOHANBHBIX JaHHBIX MpU HUX 00paboTke B HWH(POPMAIMOHHBIX CHUCTEMax
NIEPCOHAIIBHBIX JAHHBIX», HA OCHOBAaHUU:

- [Ipukaz ®Cb ot 10 utons 2014 roga N 378 «O0 yTBepKIIeHUU COCTaBa U
COJEp)KaHUSl OPTraHU3alMOHHBIX M TEXHHYECKUX Mep MO0 00eClneyeHHIo
0e30MacHOCTH MEPCOHAJIBHBIX JAHHBIX MPU UX 00paboTke B MHGOPMAIIMOHHBIX
CUCTEMAX MEPCOHAIBHBIX JTAHHBIX c UCIIOJIb30BAaHUEM CPEICTB
Kpunrorpadguueckord 3amuTbl UHOpMaIuu, HEOOXOJUMBIX IS BBINOJTHEHUS
yctaHoBieHHbIX [IpaBuTenscTBOM Poccuiickoit denepainuu TpeOGOBaHUM K 3allUTe
MEPCOHAIBHBIX TAHHBIX JJISI KaXKJIOTO U3 YPOBHEW 3aLIUIIEHHOCTI.

- «Meroanueckue peKOMEHJAIMU 10 pa3pad0TKe HOPMATUBHBIX MPABOBBIX
aKTOB, ONPENCNAIOIINX Yrpo3bl 0O€30MacHOCTH  IEPCOHAIbHBIX  JTAHHBIX,
aKTyalbHble MpU OOpabOTKE MEPCOHANbHBIX MJAHHBIX B HWH(OPMAIMOHHBIX
CUCTEMAaX IEPCOHANbHBIX JAHHBIX, SKCIUIyaTUPYEMBIX IPU OCYLIECTBICHUHU
COOTBETCTBYIOIIUX BHUAOB JESATEIBHOCTU», YTBEPKICHHBIE PYKOBOJACTBOM 8
Hentpa ®Cb Poccun (N 149/7/2/6-432 ot 31.03.2015).

- «MHCTpyYKIIUST 00 OpraHu3alui U 00eCleUeHUN Oe30MaCHOCTH XpaHEHUs,
o0paboTKM U Tepefayd IO KaHajaM CBSI3M C HCMOJIb30BAHUEM CPEJCTB
Kpunrorpadguueckord 3ammThl UHQOPMAIMK C OTPAHUYEHHBIM JOCTYIIOM, HE
coaepKaen CBEICHUM, COCTABJIAIOLINX rOCYAapCTBEHHYIO TaHy»,
yrBepxaeHHas npukazoM OAIICH ot 13 utons 2001 roga N 152.

- Metoanyeckum gokymeHTOM DenepaibHOM CIIy)OO0M M0 TEXHUYECKOMY U
AKCIIOPTHOMY KOHTpOJto OT 11 deBpans 2014 r. «Mepbl 3amuThl HHGOPMAIIUK B
roCyAapCTBEHHBIX MHGOPMAIIMOHHBIX CHCTEMAaX).

B Tlonutuke ompenenenbl TpeGoBanus k mnepconany WCIIIH, cTeneHnb
OTBETCTBEHHOCTH  NI€PCOHANla, CTPYKTypa U  HEOOXOJMMBIA  ypOBEHb
3alMIIEHHOCTH, CTaTyC M  JOJDKHOCTHbIE  OOS3aHHOCTH  COTPYAHHKOB,
OTBETCTBEHHBIX 3a oOecreyeHre 0e30MacHOCTH NmepcoHanbHbIX AaHHbIX B UCIIIH
['OKY 1I3H MypmaHckoii 061acTH.

1. O61mMe MoJIOKEHUS

Henpto Hacrosiedt Ilonmutuku sBhsieTcs obOecrnedeHne Oe30MacHOCTH
o0wvektoB 3amuthl 'OKY LI3H MypmaHnckoit o0nacT OT BC€X BHJAOB YIpo3s,
BHEIIHUX W BHYTPEHHUX, YMBIIUICHHBIX M HENPEAHAMEPEHHbIX, MUHUMM3ALUS
yiiep0a oT BO3MOXXHOM peanuzanuu yrpo3 o6e3onacHoctu [1{n (YBITAH).



be3onacHOCTh NMEpPCOHAIBHBIX JAHHBIX JIOCTUIAETCS IYTEM HCKIHOYEHUS
HECAHKIMOHUPOBAHHOTO, B TOM YHCJE CIIy4alHOIO, JOCTyNa K IMEPCOHAJIbHBIM
JAHHBIM, PE3YJIbTaTOM KOTOPOTO MOXET CTaTb YHUYTOXKEHUE, W3MEHEHHE,
0JIOKHUpOBaHUE, KOMMUPOBAHUE, PACIIPOCTPAHEHUE MEPCOHAIBHBIX JAaHHBIX, a TAKKE
WHBIX HECAHKIIMOHUPOBAHHBIX JICUCTBUM.

Nudopmanust u cBa3aHHbIE ¢ HEH PeCypChl JOJDKHBI ObITh JOCTYIHBI IS
aBTOPU30BAHHBIX MOJIb30BaTeNeh. JIOJDKHO OCYIIECTBISATHCS CBOEBPEMEHHOE
oOHapy>keHue u pearupoBanue Ha Y bII1/H.

JIOJDKHO ~ OCYLIECTBIATHCA  MPENOTBpAICHUE MNPEAHAMEPEHHBIX — WJIU
CIIy4alHbIX, YACTUYHBIX WJIM TMOJIHBIX HECAHKIIMOHUPOBAHHBIX MOAU(DUKAIIMNA WITH
YHUUTOXEHUS JaHHBIX.

CoctaB 00OBEKTOB 3alIUTHI TPEACTABICH B oOT4eTe 00 0OcieqoBaHUN
uHGOpMaIMOHHON cucTeMbl mnepcoHanbHbIX naHHbIX ['OKY L[3H Mypmanckoit
00JacTH.

2. 06J1acTh AENCTBUA

TpeboBanus Hacrosmed [loauTuku  pacmpocTpaHsIOTCS Ha  BCeX
cotpyaaukoB ['OKY [I3H MypmaHckoii oOnactd (IITaTHBIX, BPEMEHHBIX,
paboTaroX MO KOHTPAKTY M T.I.), @ TaKXK€ BCEX MPOUUX JHI] (MOAPSTINKH,
ayJIUTOPHI U T.I1.).

3. CucreMa 3a1UThI IMEePCOHAJIbHBIX JAdHHbBIX

Cuctema 3ammThl mnepcoHalbHblX AaHHbIX (C3IIIH) cTpouTcs Ha
OCHOBAHUU:

- OTYETa O PE3yJbTaTax NPOBEICHUS BHYTPEHHEN ITPOBEPKHU;

- TIEPEYHS NEPCOHAIIBHBIX JTAHHBIX, IMOJIJICIKAIINX 3aILNTE;

- akTa KiIaccupukanuu  MHGOPMAIIMOHHOW  CHUCTEMBl  MEPCOHAIBHBIX
JAHHBIX;

- MOJIeTU Yyrpo3 0€30MacHOCTH EPCOHATBHBIX JTAHHBIX;

- TIOJIOKEHUSI O pasTpaHUYCHHHM TIpaB JOCTyma K 00pabaThIBaeMbIM
MEPCOHAIBHBIM JAHHBIM;

- pykoBoasux 1okyMeHToB @CTOK u ®Cb Poccun.

Ha ocHOBaHUM 3THX IOKYMEHTOB OIpEAeisieTcs HEOOXOIUMBIN YpPOBEHb
samumenHocty [1Jn xaxngoit UCIIAn I'OKY LI3H Mypmanckoit obnactu. Ha
OCHOBAaHMWU aHalIM3a aKTyaldbHbIX yrpo3 Oe3omacHoctu IIJ[H, ommcaHHOTO B
Mopenn yrpo3 m Otyera O pe3ynpTaTax NPOBEACHUS BHYTPEHHEHW NIPOBEPKH,
JIeJIaeTCs 3aKII0UCHHE 0 HEOOXOAMMOCTH MCIOJIb30BaHMS TEXHUUECKUX CPEJICTB U
OpraHU3aAllMOHHBIX  MEpONpHUATH 11 oOecrneueHus Oe3omacHoctu  [1/1H.
Bri6pannabie HE0OXO0IUMBIE MEPONIPUATHS OTpaxkatoTcs B [lmane MmeponpusiTuii mo
obecnieueHuto 3anuthl [1/1H.

Js xaxaonn MCIIJIH momkeH OBITH COCTABJICH CIIMCOK HCIOJIB3YyEeMBIX
TEXHUYECKUX CPEACTB 3alllUThl, a TakXKe MPOrpaMMHOTO oOOecreueHus,
ydactBymomiero B oopabotke [1][x, Ha Bcex anmementax UCII/IH:

- APM nonp3oBaTene;



- cepBepa IMPUIIOKECHUM;

- CYB/;

- rpanuisl JIBC;

- KaHaJIOB TIEpe/Iayu B CETH OOIIETO MOJIb30BaHUs U (MJIM) MEXKTyHApOIHOTO
oOMeHa, ecii o HUM niepeaarorcs [1/1H.

B 3aBucumoctu ot ypoBHs 3amuiieHHoctd VCII/IH u akTyalbHBIX yIrpo3
C3II/IH MOKeET BKJIIOUYATh CIECIYIOIINE TEXHUUYECKHUE CPEACTBRA:

- aHTUBUPYCHBIE CpEICTBa JUIA pabOuyux CTaHIMH TOJIB30BaTEICH U
CEPBEPOB;

- CPEACTBA MEKCETEBOI0 SKPAaHUPOBAHUS,

- CpelICTBa KPUMNTOTPAPUIECKON 3amuThl WHGOPMANMK TpHU Tepeaade
3aIuUIaeMoi HHGOPMAIIUH 110 KaHaJlaM CBSI3H.

Tak e B CHOUCOK JODKHBI OBITh BKJIIOYCHBI (DYHKIIMHM 3aIlIuTHI,
oOecrieunBaeMble IITaTHBIMU cpeiacTBamMu 00padoTku [1JIH, omepanroHHBIMU
cuctemamu (OC), mnpuxnaaueiM [IO u  chnenManabHBIMH — KOMILIEKCaMH,
peanu3yonmMu cpeacTBa 3auThl. CIMCOK (PYHKITUN 3aIIATH MOXKET BKJIFOYATh:

- YIPaBJICHUE U Pa3TPAHUUYCHUE JOCTYIA ITOJIb30BaTEIICH;

- PETUCTpAIIMIO U YyUeT AeUCTBUM ¢ nHbOpMaIIHei;

- o0ecreyeHue 1eJIOCTHOCTH JIaHHBIX;

- OOHapy>KEHUE BTOPKEHHI.

Coucok HCHONB3YyEeMBIX TEXHUYECKHUX CPEACTB oTpaxkaerca B Ilnane
MEpONPUSATUNA MO OOECHEYEHUIO 3allUThl TEPCOHAIBHBIX JaHHBIX. CHHUCOK
HCMOJIB3YEMBIX CPEACTB JIOJKEH MOAAEPKUBATHCS B AKTyallbHOM cOCTOsiHUM. [Ipn
M3MEHEHUH COCTaBa TEXHUYECKHUX CpeACTB 3amurbl win 3yemeHtoB MCII/IH,
COOTBETCTBYIOIINE U3MEHEHUS JOJKHBI ObITh BHECEHBI B CIUCOK M YTBEPKICHBI
nupektopoM ['OKY [[3H MypmaHckoii 06s1acTu.

4. Tpe6oBaHus K noacucremam C3I1/x

C3I1/Ix BrIItOUAET B ceOs1 CIASAYIONTUE MTOACUCTEMBI:

- YIIpaBJICHUS JOCTYIIOM, PETUCTPAIIUU U YUETa;

- obecrieueHusI 1IeTIOCTHOCTH U JIOCTYITHOCTH;

- AaHTUBUPYCHOM 3aIlIUTHI;

- MEXCETEBOT0 IKPAHUPOBAHMUS;

- aHaJIM3a 3alUIIEHHOCTH;

- OOHapYKEHUS BTOP>KCHHUIA;

- KpunTorpadu4ecKoil 3anuThl.

[Moacucremsr C3I1/In umeroT paznuyHbli (QYHKIIMOHAT B 3aBHCHUMOCTH OT
kimacca MCIIJIH, ompeneneHHoro B Akre Kiaccudukamuu WHOOPMAIMOHHON
CUCTEMBI TIEPCOHATBHBIX MaHHBIX. CHUCOK COOTBETCTBUS (DYHKITUN MOJCHCTEM
C3IIIx kiaccy 3auIeHHOCTH peAcTasieH B [Ipunoxenuu.

4.1. [lodcucmemvwl ynpasieHuss docmynom, pecucmpayuu u yyema

[Toncucrema yrnpaBiieHUs] JOCTYIIOM, PETUCTpAIlMU U y4yeTa MpeaHa3HayeHa
JUISL peaiu3alivy CJICTYIOMmMUX (PYHKITHN:



- WACHTU(PUKAIUA U TTPOBEPKU TOITTUHHOCTH CYOBEKTOB JOCTYIA TP BXOJEC
B UCII/IH;

- UICHTU(PUKAIUA TEPMHUHAJIOB, Y3JIOB CETH, KAaHAJOB CBS3U, BHEUIHUX
YCTPOMCTB M0 JIOTHYECKUM UMEHAM;

- UICHTU(PUKALUA TTPOrpamMM, TOMOB, KaTajoros, (pailyioB, 3amucei, mosuei
3anuceu mo uMeHaM;

- perucTpan BXojia (BbIXOJa) CyOBEKTOB JOCTylla B cuUCTeMy (U3
CUCTEMBI), JIMOO pETUCTpaIus 3arpy3Kd ¥ WHUIIMATU3AIMAA OTePAIMOHHON
CUCTEMBI U €€ OCTAHOBA;

- PETUCTpAIK TIOMBITOK JOCTyIa MPOTPAMMHBEIX CpEACTB (TIporpamm,
MIPOIIECCOB, 3a/1a4, 3aJjaHui) K 3alTUIIacMbIM (aitiam;

- PETUCTpAIMK TOMBITOK JOCTyNa MPOTPAMMHBIX CPEACTB K TEpMHUHAJaM,
KaHaJlaM CBSI3M, IporpaMMaM, ToMam, KartajgoraM, ¢aiiaam, 3amucsaM, IOJIsIM
3amnucen.

[Toacuctema ympaBieHHs JOCTYIIOM MOKET OBITh peajn30BaHa C MOMOIIbIO
MTATHBIX cpeacTB oOpabotku [IJ[H (omepallMOHHBIX CHUCTEM, MNPHIOKEHUH U
CYBJ). Tax sxe MOKET OBITh BHEJIPEHO CIEIMATbHOE TEXHUYECKOE CPEJACTBO WM
WX KOMIUJIEKC, OCYIIECTBIISIIOIINE JOTOTHUTEIbHBIC MEPHI M0 ayTeHTU(UKAIIIN U
KoHTpoJito. Hampumep, npuMeHeHHE eAMHBIX XPAHWIUI] YYETHBIX 3alucen
MOJIb30BaTENEH u pEruCTpalliOHHOM uHdopmaIm, UCIIOJIb30BaHUE
OMOMETPUYECKUX W TEXHUUYECKUX (C TMOMOIIBIO 3JIEKTPOHHBIX MPOIYCKOB) MEp
ayTeHTU(PUKAIINA U JPYTHX.

4.2. lodcucmema o6ecnevyeHus yes10CMHOCMuU u docmynHocmu

[loncucrema obecrnieueHHs] LETOCTHOCTH M JOCTYIHOCTH MpeJHAa3HAuYeHa
JUIst  o0ecriedeHus: UEJIOCTHOCTH U jaoctynHoctd [IJIH, mporpamMmHBIX U
annapatabix cpeacts UCIIAn 'OKY L3H MypmaHnckoil obiactd, a Tak ke
CPEIICTB 3allMThl IPH CITy4YalHOM WJIM HAMEPEHHON MOJIU(PUKALIUH.

[loncucrema peanmmsyercs ¢ IOMOLIBIO  OpPraHU3allUd  PE3EPBHOTO
KOIIUPOBaHUsI 00pabaThiBa€MbIX JAaHHBIX, a TaK K€ PE3ePBUPOBAHUEM KIIFOUEBBIX
sanemenToB UCII/IH.

4.3. [lodcucmema aHmugupycHoll 3aujumaul

[Togcucrema aHTUBUPYCHOM 3alIUTHl TpEIHAa3HA4YCHA Il OOecredeHus
aHTUBUpPYCHOW 3amuThl cepBepoB U APM mnonws3zoBateneit MCIIn I'OKY L3H
Mypmanckoit 061acTu.

CpencrtBa aHTMBUPYCHOM 3allUThl MpEAHA3HAUYEHBl MJI1 pealiv3aluu
cenyomux QyHKIN:

- PE3UJICHTHOTO AHTUBUPYCHOTO MOHUTOPHUHTA;

- QHTUBUPYCHOT'O CKAHUPOBAHUS;

- CKpUNT-OJIOKUPOBAHMUS;

- LICHTPAJTM30BAHHON/yJAJICHHON YCTAHOBKHU/IEUHCTALISLINU
AHTHUBUPYCHOTO MPOJYKTa, HACTPONKH, aIMUHUCTPUPOBAHUS, IPOCMOTpPA OTUETOB
U CTATUCTUYECKON MHpOpMaLUK 10 padoTe NPOAYyKTa;



- aBTOMATU3UPOBAHHOTO OOHOBJICHUS aHTUBUPYCHBIX 0a3;

- aBTOMAaTHYECKOTO 3allyCKa cpa3y [OCle€ 3arpy3kd OINEepalrOHHOU
CUCTEMBL.

[Toncucrema peanusyerca MyTeM BHEAPEHUS CIEUNUATBHOIO aHTUBUPYCHOTO
nporpaMmmHoro odecrneueHust Ha Bce anemeHTsl UCITIH.

4.4. [lodcucmema medHccemegozo IKPaAHUPOBAHUSA

[Toncucrema MexceTEBOr0 SKpaHUPOBAHMS IPEAHA3HAUEHA Ui pealln3alun
CIIEYIOIIUX (PYHKIIHIA:

- (unpTpanyu OTKpHITOTO U 3amu@poBaHHOTO (3aKpeITOoro) IP-Tpaduka;

- pUKcalMu BO BHYTPEHHUX >KypHalIax HHPOPMAIMH O MPOXOASIIEM
OTKPBITOM U 3aKpbITOM [P-Tpaduke;

- uIeHTUPUKAIMKM W ayTeHTU(UKAMKA aJIMUHUCTPATOpa MEKCETEBOTO
9KpaHa IpH €ro JIOKAJbHBIX 3alpocax Ha JOCTYII;

- peructpanuu Bxoja (BbIXOAa) aJIMHUHUCTpATOpa MEKCETEBOTO HKpaHa B
cucteMy (U3 cuUCTeMbl) JMOO 3arpy3Kd M HHHUIHAIA3AIUU CHCTEMBbl U €€
IIPOrPAMMHOI'0 OCTaHOBA;

- KOHTPOJISl LIEJIOCTHOCTH CBOEH MPOrpaMMHOM U MH(GOPMAIIMOHHOMN YacTH;

- QuIbTpallMM MaKeTOB  CIY>KEOHBIX IMPOTOKOJIOB, CIyXKalllUX  JJis
JUArHOCTHKY U YIPaBJIE€HUS pabOTOI CETEBBIX YCTPOMCTB;

- QUIbTpalMK C YYETOM BXOJHOTO M BBIXOJHOI'O CETEBOrO MHTEpdeiica Kak
CPEICTBO IPOBEPKH MOJIMHHOCTH CETEBBIX A/IPECOB;

- PETUCTpALIMK U YYETa 3alpalluBaeMbIX CEPBUCOB MPUKIAJIHOIO YPOBHS;

- OJIOKMpOBaHUS JOCTyIa HEUAEHTU(PULIUPOBAHHOTO OOBEKTA WM CYyOBEKTa,
NO/JIMHHOCTh KOTOPOrO MpU ayTEeHTH(PUKALMK HE NOATBEpIUIIach, METOJAMHU,
YCTOMYMBBIMU K ITEPEXBATY;

- KOHTPOJIS 32 CETEBOM aKTUBHOCTHIO IPHIIOKEHUN 1 OOHAPYKEHUSI CETEBBIX
aTax.

[logcucrema  peanu3yeTcss  BHEAPEHHMEM  MPOrPaMMHO-aINapaTHBIX
KOMIIJIEKCOB MEKCETEBOI0 3KpaHnpoBanus Ha rpanune JICB, kinaccom He Huxe 4.

4.5. [lodcucmema aHa1uza 3awuujeHHoCcCmu

[Toxacucrema aHanM3a 3alUIIEHHOCTH JIOJDKHA OOECTICUMBAThH BBISBICHUE
ySI3BUMOCTEH, cBsi3aHHbIX ¢ ommOkamu B kKoHpurypamuu [1O UCIIAH, koTopsie
MOTYT OBITh UCIIOJIb30BAHBI HAPYIIUTENIEM JJIS pealn3allii aTaki Ha CUCTEMY.

OYHKIIMOHANT TOACUCTEMBI MOXET OBITh pEan30BaH MPOTPAMMHBIMH H
IIPOrPaMMHO-ANIIAPATHBIMU CPEJICTBAMU.

4.6. [Iodcucmema oGHaApyHceHUs1 8MOPIHCEHUTL

[Toncucrema oOHaApYXKEHHSI BTOPKEHUH TOJDKHA OOECIIEYMBATH BBISBICHUE
cereBeIXx arak Ha odaeMeHThl MCII[IH, moakmOYeHHBIE K CETSAM OOIIETro
MOJIb30BaHMS U (MJIN) MEXKIYHAPOIHOTO OOMEHa.



OyHKIMOHAN TMOACUCTEMBI MOXET OBITh pealn30BaH MPOrPAaMMHBIMH U
IIPOrPaMMHO-AINIAPATHBIMU CPEACTBAMH.

4.7. [lodcucmema kpunmozpaghuyeckoli 3aujumaul

[loacucrema  kpunTorpauyeckoil  3amUTBl  MpeAHa3HAdeHa s
uckmouenus HCJ k 3ammmaemoit umudopmanmu B HCIIJn T'OKY LI3H
MypMmanckoil oOnacTu, MpU e€e Mepefadye Mo KaHajgaM CBsI3U ceTei oO0IIero
MOJIB30BaHMS U (MJIM) MEXKIYHAPOIHOTO OOMEHa.

[Toacucrema peanusyercs BHEAPEHUEM KPUNITOTpaGUUECKUX MPOrPaMMHO-
anmapaTHBIX KOMIUIEKCOB.

5. [Tosab3oBaTeau UCIIAH

B Konuenuuu uH@opMannoHHOW O€30MaCHOCTH OINpPEACICHbl OCHOBHBIE
KaTeropuu rMojb3oBareneii. Ha ocHOBaHMM 3THX KaTeropuu JOJDKHA OBITh
npousBeAaeHa Tunuzanusa nonb3oBarenet MCIIIH, ompeneneH WX ypOBEHb
JIOCTYIIa U BO3MOKHOCTH.

B UCIIJln TOKY I3H MypmMaHckoii 007acTd MOXHO BBIACIUTH
CJICAYIOIIME TPYIIbl MOJb30BaTEICH, y4aCTBYIOIIUX B OOpabOTKE M XpaHCHUU
IT]1H:

- agmunucrtparopa UCII/1H;

- agmuHuctparopa 6e3zonacuoctu UCII/IH;

- oneparopa APM;

- aAMUHUCTPATOPA CETH;

- TEXHUYECKOT0  CHEeIUaIncTa IO  OOCIy)XHBaHUIO  TepudepuitHOro
000opy1I0BaHUS;

- mporpammucTta-pazpadorunka MCIIx.

JanHble O rpynmax —IOJb30BaTeNsIX, YpPOBHE MX JOCTyna M
WH()OPMUPOBAHHOCTH JIOJDKHBI OBITH OTpaxkeHbl B [lonokeHnn o pa3rpaHuyeHUn
paB J0cTyna K 00padaThiBA€MbIM IMEPCOHAIBHBIM JTAHHBIM.

5.1. Aomunucmpamop HCII/IH

Anmvunuctpatop UCITIu — cotpyanuk I'OKY 1[3H Mypmanckoit o6nactu,
OTBETCTBEHHBI 3a HACTPOMKY, BHeapeHue u conpoBoxiaeHne MWCII/H.
ObecneunBaeT (GyHKIHOHUPOBAHUE MOJCUCTEMBI yripasieHus aoctynom UCIIAx
Y YIOJHOMOYEH OCYUIECTBISATh MPEJOCTABICHUE W pa3rpaHUUYEHHE JOCTyma
KOHeyHoro mnosb3oBatens (Omepatopa APM) k »snemeHTaMm, XpaHALIUM
NEPCOHAIIbHBIE IaHHBIE.

Anmvunuctpatop HCII[H o6nagaer cineAyroomuM YypOBHEM JOCTyna U
3HAHUM:

- o0namaer TONHOW HWHpOPMAIME O CHUCTEMHOM U TPHUKIATHOM
nporpaMmmaom obecrieueHuu MCII/x;

- o0namaer monHOW wWHQOpMANMEd O TEXHMYECKHX CPEACTBAX W
koHpurypammu UCIIH;



- IMEET JIOCTYIT KO BCEM TEXHUYECKUM CPEICTBaM 00pabOTKH MH(POPMAITHH
u nanabiM UCITH;

- obnagaer nmpaBaMu KOH(GUTYPUPOBAHUS U aJIMUHUCTPATHBHOM HACTPOMKHU
texHudeckux cpeacts MCIIH.

5.2. AOmuHucmpamop 6e3onacHocmu

Anmunuctpatop Oe3zonacHoct — cotpyaHuk ['OKY L[3H Mypmanckoi
o0nacTu, OTBETCTBEHHBbIN 3a (yHkiumonupoBanue C3II/IH, Bkiouaer B ceds
oOCIy’>KMBaHME M HACTPOWKY aJIMHUHHUCTPATUBHOM, CEPBEPHOM U KIMEHTCKOU
YaCTHU.

AnmunucTpaTop 0€30MacHOCTH 00JaaeT CIEAYIOIMUM YPOBHEM JIOCTYIA U
3HAHUM:

- obnanmaer npaBamu Anmunuctparopa UCIT/IH;

- obnanaet nonHou unpopmanueit 06 UCIT/H;

- UMEET JOCTYN K CPEeACTBaM 3allUThl HHGOPMAITUN U TPOTOKOJIUPOBAHUS U K
yacTu Kiato4eBbiX 2s1eMeHToB UCII/IH;

- HE UMEET MPaB J0CTyNa K KOHPUTYPUPOBAHUIO TEXHUUECKUX CPEACTB CETH
32 UCKJIFOYEHUEM KOHTPOJIbHBIX (MHCTIEKIIMOHHBIX).

AJIMUHUCTpPATOP OE30MACHOCTH YIIOJIHOMOYECH:

- peanu30BbIBaTh MOJUTHKY Oe3omacHocTd B 4Yactu Hactpoiiku CK3U,
MEXCETEBbIX IKPAHOB M CUCTEM OOHAPY>KEHUSI aTaK, B COOTBETCTBUH C KOTOPHIMU
nosib3oBatesb (Onepatop APM) nosnyyaeT BO3MOKHOCTh paboTaTh C 3JeMEHTaMuU
NCIIdn;

- OCYIIECTBJISITh ayIUT CPEJICTB 3aIUTHI.

5.3. Onepamop APM

Onepatrop APM — corpynnuk ['OKVY II3H Mypwmanckoii o6nacTy,
ocyiecTBisitomuit 06padotky I1/In. O6padotka I1JIH BKIIOYAET: BO3MOMXKHOCTH
npocmotpa [1/1H, pyunoii BBoa I1/Jn B cucremy UCII/IH, hopmupoBanue cpaBok
U orueroB 1o wuHpopmauuu, nomydeHHo wu3z MCIIJ. Onepatop He umeer
MOJIHOMOYMIM JIJIs yIipaBiieHus nojacucremMamu o0padbotku nanubix u C3I1/1H.

Omnepatop UCII/IH obnagaeT crieayronM ypoBHEM JOCTyNA U 3HAHUM:

- o0jajaeT BCEMU HEOOXOAMMBIMHM aTpulyTamMu (HaAmpuUmep, mapoiieM),
00eCIeunBaIOIIMMHU JIOCTYT K HEKOTOpOMY noaMHoxkecTBY [1/1H;

- pacnosiaraeT KOHQUACHIMATBHBIMUA JaHHBIMHU, K KOTOPBIM UMEET TOCTYII.

5.4. AOmuHucmpamop cemu

Anvunuctpatop cetu — corpynauk ['OKY II3H Mypmanckoii oGnactw,
OTBETCTBEHHBIM 3a (PYHKIIMOHHUPOBAHHWE TEICKOMMYHUKAIITMOHHONU TTOJCUCTEMBI
NCIIdH. AIMHHUCTpPaTOp CETH HE UMEET TMOJHOMOYMN JUIsl yHOpaBiIeHUs
nojcucTeMaMu 00pabOTKU JJAHHBIX U O€30MaCHOCTH.

AJIMUHUCTpATOP CETH 00JIa7aeT CICAYIONIMM YPOBHEM JOCTYIIA U 3HAHUM:



- o0namaer dYacThlo HWHPOPMAMM O CHCTEMHOM U TMPUKIATHOM
nporpammHom obecnieueHuu UCIIx;

- o0jamaer yacThi0 HMHPOPMAIMM O TEXHUYECKUX CpPEACTBAX M
koHpurypauuu UCIIH;

- UMeeT (PU3MYEeCKUid JOCTyN K TEXHUYECKUM CpeICTBaM OOpabOTKH
nH(OpMAIUU U CPEJICTBAM 3alllUTHI;

- 3HAET, 10 MEHBIIEN MEPE, OJTHO JIETAIBHOE UMS JOCTYIIA.

5.5. TexHuuecKuii cneyua/ucm no 06c¢/1yxcusaHuio nepugeputiHo2o
060opydosaHus

TexHuyeckuil crenuanauct no oodciyxuBaHuio — coTpyauuk ['OKY 1[3H
MypMaHCKOW ~ 00macTh,  OCYMIECTBIIIET  OOCIYy)XHMBaHWE W  HACTPOUKY
nepudepuitnoro  obopynoanust MCII[n. TexHuueckudd CHEMUAIUCT IO
oOcinykuBaHuio He wumeer naoctyna K I[IJIH, He wumeer moIHOMOYUH IS
yIpaBJICHUS MOJICUCTEMAaMU 00PaOOTKH JTaHHBIX M 0€30M1aCHOCTH.

TexHUUeCKui CHenUaqucT Mo OOCTY)KMBAaHUIO O0JaJaeT CIEIYIOIUM
YPOBHEM JIOCTYTA U 3HAHUII:

- o0namaer 4YacThto HMHPOPMAIIMKM O CHUCTEMHOM U TMPUKIATHOM
nporpammHom obecrieueHuu UCIIx;

- obmagaer yacthto HMHGOpPMAIMM O TEXHUYECKUX CPEACTBAX W
koHpurypauuu UCII/H;

- 3HAET, 10 MEHbILIEH Mepe, OJTHO JIETAIbHOE UM JOCTYIIA.

5.6. [Ipoepammucm-paspa6omyuk UCIIJH

[IporpaMMHCTBI-pa3pabOTIUKN (MOCTaBIINKH ) MPUKJIATHOTO
NpPOrpaMMHOr0 obOecrnedeHus, OOEClEeYUBAIOIINE €ro COMPOBOXKIEHUE HA
3amumaeMomM oObekte. K gaHHOW rpyrime MOryT OTHOCUTBHCS KaK COTPYAHHKHU
['OKY L3H MypmMmaHcKkoii 0051acTd, Tak U COTPYAHUKHA CTOPOHHUX OpPraHU3aUi.

JInmo 3ToM Kateropuu:

- obnamaer uHpopmaruenr o0 anaropuTMax W MporpaMmax oOpabOTKH
unpopmaruu Ha UCIT/IH;

- o0ylajaeT BO3MOXKHOCTSIMM BHECEHHUSI OIIMOOK, HEIAEKIapUPOBAaHHBIX
BO3MOYKHOCTEM, MPOrpaMMHBIX  3aKJaJ0K, BpPEJOHOCHBIX IporpamMm B
nporpammHoe oOecrnieuenue MCII[H Ha cTagum ee pa3pabOTKH, BHEIPECHHS U
COIPOBOXK/ICHHUS;

- MOXKET pacroJiaraTh JOObIMU (pparMeHTaMu HH(POpPMalUU O TOMOJIOTHH
NUCTIIH u TexHuyeckux cpeacTBax oopadotku u 3auuThl [1/1H, oOpabaThiBaeMbIX
B UCII/H.

6. Tpe6oBaHMA K NepCOHAJIy 0 0o6ecnedyeHUuI0 3aiuThbl I11H

Bce corpymaukun ['OKY II3H MypmaHckoit 00y1acTH, SBISIOIIMECS
nonp3oBaressiMu - ICIIJIH, AOJDKHBI YETKO 3HaTh W CTPOrO  BBINOJIHATH



YCTaHOBJICHHBIE MIPABHUJIA U 00SI3aHHOCTH MO JOCTYITY K 3alllMIIaeMbIM 00BEKTaM U
COOJIIOJICHUIO MPUHATOTO pekuma Oe3onacHoctu [1/1H.

[Ipn BcTyIuieHMM B JIOJDKHOCTH HOBOTO COTPYJIHHKA HEMOCPEICTBEHHBIN
HaYaJIbHUK MOJPa3JeIeHNs, B KOTOPOE OH MOCTYIAEeT, 005i3aH OpraHU30BaTh €ro
O3HAKOMJICHUE C JOHKHOCTHOM HMHCTPYKLIHMEW M HEOOXOAUMBIMHU JOKYMEHTaMH,
periiaMeHTUpyromumMu TpedoBanus o 3amure [1/JH, a Takke o0yuyeHne HaBbIKaM
BBITIOJIHEHUS TIPOLEAYDP, HEOOXOAUMBIX JJI1 CAHKIIMOHUPOBAHHOT'O MCTIOIb30BAHMS
NCITH.

CoTpyIHUK JOJDKEH OBITh O3HAKOMJIGH CO CBEACHHUSIMH HACTOSIIEH
[TonuTtuku, npuHATHIX poueayp padots ¢ anementamu UCIAn u C3I11H.

Corpynaukun T'OKY LI3H MpypMmanckoit  o0mactd,  HMCHOJIB3YIOIINE
TEXHUYECKUE CPEACTBA AyTEHTH(PUKALMH, TOJKHBI O00ECIEYMBAaTh COXPAHHOCTH
UACHTU(DUKATOPOB (JIEKTPOHHBIX Kitoueil) u He Aomyckath HCJI k HuM, a Tak ke
BO3MOXKHOCTh UX YTE€pPU WJIM HUCIOJIb30BaHUs TpeThuMHU nuuamu. [lonwp3oBarenu
HECYT IIEPCOHAIBHYIO0 OTBETCTBEHHOCTb 32 COXPAHHOCTh UACHTU(UKATOPOB.

Corpynnuku ['OKY [I3H MypManckoit o0mactu JOJDKHBI  CIEOBaTh
YCTaHOBJIEHHBIM MpolLeypaM MOJjiepKaHus pexxuma OezonacHoctu I[IJIH mpum
UCIOJIb30BaHUU Taposied (ecii He UCHOJB3YIOTCS TEXHUYECKUE CpPEeJCTBa
ayTeHTU(PUKALINH).

Cotpynnuku ['OKY II3H Mypmanckoit 006iacTd JOHKHBI 00ECIIEUHBATh
HaJJISKAITYI0 3alUTy 000PYy/I0BaHUS, OCTABISIEMOro 0€3 MPUCMOTPa, OCOOCHHO B
TE€X Cilyyasx, KOrja B MOMEUIEHHME HMEIOT JOCTYyN MOCTOpOHHHE auma. Bce
M0JI30BATENH JOJKHBI 3HaTh TpeOoBaHMs mo Oe3omacHoctu IT/IH U mpouemypbl
3allUTBl  O00OpPYIOBAaHMS, OCTABICHHOr0 ©0€3 MpPUCMOTpa, a TaKKe CBOHU
00s13aHHOCTH O 00ECIIEYEHUIO TAKOW 3aIUTHI.

CoTpyaHuKaM 3ampeniaeTcsi yYCTaHABIMBATH MOCTOPOHHEE MPOTrPaMMHOE
o0ecnieyeHre, MOJAKIOYATh JMYHbIEe MOOWIbHBIE YCTPOMCTBA M HOCHUTEIH
uH(pOpMaIUK, a TaK K€ 3aIMChIBATh HA HUX 3alllUIAeMyI0 HH(OpMaIHIO.

CoTpynHUKaM 3ampeliaercs pasriamarh 3alluIaecMyo HHGOpMalHIo,
KOTOpasi cTaja MM H3BECTHa Npu padboTe ¢ HMH(POPMALMOHHBIMU CHCTEMaMHU
['OKY 1I3H MypmaHcKoi 001aCTH, TPETHUM JIUIIAM.

[Ipu pa6ore ¢ I1[dn B UCIIAH corpymuuku ['OKY L[3H Mypmanckoi
obOnactu 00s13aHBl OOECHEUNUTh OTCYTCTBHE BO3MOXXHOCTH mpocmorpa I[1/IH
TPETBUMM JINLIAMU ¢ MOHUTOPOB APM mnu tepMuHanos.

[Tpu 3aBepiennn padbotsl ¢ UCII/IH cotpynHuku o6s3anbl 3aututh APM
WJIM TEPMHUHAJIBI C TOMOILBIO OJIOKUPOBKH KIHOYOM WJIM 3KBUBAJIEHTHOTO CPEACTBA
KOHTPOJIsl, HalpuMep, AOCTYNOM MO MapoJil0, €CId HE HCHOJB3YITCS OoJjee
CWJIbHBIE CPE/ICTBA 3AIUTHI.

Corpynauku T'OKY [I3H MypmaHckoit  o0jacTd  JOJDKHBI — OBITh
npouHpOpMUPOBaHEl 00 yrpo3ax HapylieHus pexuma OezonmacHoctu [IJIH 1
OTBETCTBEHHOCTH 3a €ro HapymeHue. OHU JODKHBI OBITh O3HAKOMIIEHBI C
YTBEPKJICHHONW  (opMaibHOW  TPOIEAYpON  HAJOKEHUS  JIUCIMILUIMHAPHBIX
B3BICKAHUN Ha COTPYJHUKOB, KOTOPBHIC€ HAPYIIWIM TPHUHATHIC TOJUTUKY U
npoueaypsl 6e3omacHoctu [1/1H.



Cotpyaauku 00s13aHbI O€3 TPOMENTICHUST COO0IIaTh 000 BCeX HAOII01aeMbIX
WU ToAo3puTeabHbIX ciydasx padotrsl MCIIJIH, morymux moBjiedb 3a coOoi
yrpo3bl Oe3omacHoctd IIJIH, a Takke O BBISIBIEHHBIX HMH COOBITHSIX,
3arparuBaromux Oe3zonacHocTs [IJIH, pPyKOBOACTBY HoOIpa3ieieHUs U JIUILY,
OTBEYAIOIIEMY 32 HEMEIJIEHHOE pearupoBaHue Ha yrpo3bl 6e3onacHoctu [1/1H.

7. 10I2KHOCTHbIE 00513aHHOCTH noJib3oBaTesein UCII/IH

JomwkHocTHBIe  00si3aHHOCTH — moJib3oBateneid  MCII[In  ommcanbl B
CIEAYIOIINX TOKYMEHTAX:

- Uuctpykums agmunuctparopa UCITIH;

- UncTpykuus agmunuctparopa 6ezonacuoctu UCII/IH;

- Muctpykuums oneparopa UCII/IH;

- HCTpyKIMS NOJIB30BATENS IPU BOSHUKHOBEHUH BHEIITATHBIX CUTYAIUH.

8. OTBeTcTBeHHOCTh COTPpYAHUKOB UCII/IH T'OKY LI3H
MypMaHCKOH 06J1aCTH

B cootBeTcTBUM cO cT. 24 DenepanbHoro 3akoHa Poccuiickoit denepanuu
ot 27 utona 2006 1. Ne 152-®3 «O nepcoHadbHBIX JTAHHBIX» JIMIIa, BUHOBHBIC B
HapylieHuu TpedoBaHuil naHHOoro denepalibHOrO0 3aKOHA, HECYT TPa)IaHCKYIO,
YTOJIOBHYIO, aIMUHUCTPATUBHYIO, JTUCHUIUIMHAPHYIO U UHYIO MPEIYCMOTPEHHYIO
3aKOHOJIaTeNbCTBOM Poccuiickoit deaepanni OTBETCTBEHHOCTb.

JleiicTBytolee 3aKOHOAATENbCTBO PD M0O3BOJIAET MPEABSBIATh TPEOOBAHUS
no ooOecrieyeHHio O€30MacHOM paboThl C 3allMIIaeModl HHpopMauuen u
npeaycMaTpUBaeT OTBETCTBEHHOCTh 3a HAPYIIEHHWE YCTAHOBJICHHBIX IPaBUII
skcutyaranu OBM u cuctem, HempaBOMEPHBIN A0CTyN K MH(POPMALIMH, €CIIA 3TH
JIEUCTBUS MPUBEIIM K YHUUYTOXKEHUIO, OJIOKUPOBAHUIO, MOAU(PUKAIUKA UHPOPMAITUN
i HapyueHuto padbotet DBM umm ceteit (ctatbu 272,273 u 274 YK PO).

Anvunuctpatop MCII[lH u agMuHucTpaTop 0O€30MACHOCTH  HECYT
OTBETCTBEHHOCTH 3a BCE JACHCTBUS, COBEPILICHHBIE OT UMEHU MX YYETHBIX 3aMKCEN
WIM  CHUCTEMHBIX  YYETHBIX  3alHcei, eclu  He  JoKazaH  (akT
HECAHKIIMOHUPOBAHHOTO UCIOJIb30BAHUS YUETHBIX 3AIUCEN.

[Tpu napymenusix corpyauukamu ['OKY I[3H Mypwmanckoit oGnactu —
nonb3oBatenet UCIIJIn npaBwi, cBsizaHHBIX ¢ Oe3omacHocThio [1JIH, oHM HecyT
OTBETCTBEHHOCTH, YCTaHOBJICHHYIO JEUCTBYIOIIUM 3aKOHOAATEIHCTBOM
Poccuiickon @enepanumu.



